Securelogix Patent Portfolio

Securelogix Owns One of the World’s Most Innovative and Comprehensive
Telecommunications Security, Monitoring, and Management Patent Portfolios

Overview

In 1998, Securelogix began building an intellectual property
portfolio by filing their first patent application entitled
Telephony Security System. Subsequently, SecurelLogix’s first
patent application parented many Continuation and
Continuation-In-Part patent applications. The company’s
current patent portfolio includes 16 U.S. and international
patents, with over 500 patent claims. These patents are the
foundation of a pioneering intellectual property portfolio
protecting the technologies developed by SecurelLogix for their
enterprise telephony management product, the ETM® System.

Each of Securelogix’s 16 patents protect inventions within one
of 3 technology groups: Telephony security, monitoring, and
usage reporting; Policy-based autonomous telephony
encryption; and Integrated telephony resource vulnerability

assessment and management.

Telephony security, monitoring, and usage reporting

One group of 13 Securelogix patents (US 6,249,575 B1, US 6,320,948 B1, US 6,687,353 B1,

US 6,718,024 B1, US 6,760,420 B2, US 6,760,421 B2, US 7,133,511 B2, US 7,440,558 B2, US 8,150,013 B2,
CA 2,354,149, DE 1415459 B1, FR 1415459 B1, and GB 1415459 B1), contains 408 claims on inventions
incorporated into the ETM System. They describe systems and methods of telephony resource
monitoring, management, and security for call traffic, whether packet-switched or circuit-switched,
within or between enterprise or public networks. Aspects of one or more of the patents include:

®  Defining a policy made up of one or more rules designating actions to be performed based upon
at least one designated attribute of a call.

B Sensing and analyzing calls to determine attributes associated with each call. Determined call
attributes include: the call direction, source, destination, call type, keyword detected in the call
content, call connect time, call start date, call start time, call end date, call end time, call
duration, identifier for the extension or direct connect line carrying the call, PBX trunk through
which the call is processed, channel through which the call is processed, digits dialed prior to the
base phone number, digits dialed after the base phone number, codec used, number of bytes
from the call source, number of bytes from the call destination, number of packets from the call
source, number of packets from the call destination, source transmission rate, destination



transmission rate, source latency, destination latency, source jitter, destination jitter, source
packet loss, destination packet loss, and total bandwidth used. Discriminated call types include:
voice, fax, data transfer (modem), STU-IlI-voice, STU-IlI-data, STU-lll-unspecified, wideband,
wideband video, IP voice, busy, and unanswered.

®  Performing actions based upon the determined attributes and in accordance with the policy.
Performed actions may include: allowing the call, denying the call, redirecting the call, recording
the call content, encrypting the call, sending a tone, sending a message, logging the call,
generating a report, generating an alert, automatically adjusting the policy rule based upon
determined attributes, authenticating an inbound call for remote access, and monitoring the call
content for keywords. Automatically adjusting the policy rule alters the way future calls to/from
that extension are handled, pursuant to the policy. Additional actions may be performed
responsive to results from attempting to encrypt a call, authenticate remote access, or monitor
call content for keywords.

Within this group of 13 Securelogix patents, systems and methods for both discriminating between call
types and continuing to enforce the policy against an allowed call (discriminating call type changes after
the call is connected), are described.

Additionally, means for bringing an inline device online and gaining control of a call without disrupting
call traffic is described.

Further, a system is described for incorporating use of CTl (Computer Telephony Integration), where a
PBX provides certain call attributes to the system and may be commanded by the system to perform
actions in accordance with the policy.

Policy-based autonomous telephony encryption

A second group of 2 Securelogix patents (US 6,879,671 B1, and US 7,231,027 B2), contains 54 claims
on technologies developed for a TeleVPN® module for use by the ETM System. These patents
describe systems and methods of autonomously constructing an operator-transparent virtual
private switched telecommunications network between geographically separate locations to
provide secure access across an untrusted public switched telephone network. Aspects of one or
more of the patents include:

®  Defining a policy made up of one or more rules designating actions to be performed based upon
at least one designated attribute of a call, including the action of conducting a call in a secure
mode using a VolP-compatible packet for transport over the PSTN.

B Sensing and analyzing calls to determine attributes associated with each call. Determined call
attributes include: the call direction, call source number, call destination number, call type,
identifier for the extension or direct connect line carrying the call, the channel through which
the call is processed, start date of call, start time of call, end date of call, end time of call, call
duration, the trunk group through which the call is processed, digits dialed prior to the base



phone number, digits dialed after the base phone number, caller ID identifier, call connect time,
keywords detected in the call content, and the digits dialed after call connect.

® Intercepting, identifying, modifying, and forwarding the setup message of a call identified by the
security policy to be conducted in a secure mode. This includes using a secure mode selected
from a predetermined set of secure modes, determining if both called and calling parties are
capable of supporting the selected encrypted communications, and modifying a voice call set-up
to include a request for bearer capability to support a data call.

®  |nitiating another call using an alternate secure mode selected from a predetermined set of
secure modes, should a prior attempt to place the call fail, and initiating encryption of a voice
call in a voice secure mode should all attempts at placing the voice call as a data call fail.

®  Performing at least one additional action responsive to the success or failure to encrypt a call.
The additional action may include: allowing or denying the call, generating a report, generating
an alert, adjusting the security policy, sending a tone, sending a message, and logging the call.
Adjusting the policy rule is based upon determined attributes, including whether called or calling
parties are capable of supporting encrypted communications.

Additionally, a system is described for incorporating use of CTl, where a PBX provides certain call
attributes to the system and is commanded by the system to perform actions, which may include

encrypting communications.

Integrated telephony resource vulnerability assessment and management

Lastly, the Securelogix patent US 6,226,372 B1 contains 71 claims on technologies within a fully
integrated and cooperative telecommunications firewall and scanner. This patent describes systems and
methods of implementing cooperative monitoring, vulnerability assessment, and management of
telephony resources to ensure implementation of corporate-dictated security structure, event visibility,
and report consolidation requirements across a globally distributed enterprise. Aspects of the patent
include:

®  Defining a security policy made up of a security rule base designating actions to be performed
based upon at least one attribute of a call, and a results response policy designating actions to
be performed based upon results of a vulnerability assessment performed on an extension. The
same security policy is used by both the firewall and the scanner components during both their
cooperative and their independent operations.

®  Determining attributes associated with a call.

®  Performing actions based upon the determined call attributes and in accordance with the
security policy. Performed actions may include: allowing the call, denying the call, performing a
vulnerability assessment, redirecting the call, logging the call, and notifying designated
personnel. A vulnerability assessment may include attempting to detect, identify, and penetrate
a modem connected to the extension. Additionally, a vulnerability assessment may be initiated



by an administrator as a regularly scheduled or manual event, independent of similar
assessment actions performed based upon determined call attributes.

®  Performing actions based upon results of a vulnerability assessment, in accordance with results
response policy rules. Actions include: updating the security policy, logging the vulnerability
assessment results, and notifying designated personnel.

B Consolidating firewall and scanner actions, assessment results, and responses in detailed or
summary reports.

Further, systems and methods are described for deployment of the integrated and cooperative
telecommunications firewall/scanner either as a standalone device, or over large-scale distributed

client-server architecture.

A system is also described for incorporating use of CTl, where a PBX provides certain call attributes to
the system and is commanded by the system to perform certain actions.

Summary

In addition to the 3 groups of SecurelLogix patents discussed above, SecurelLogix’s patent portfolio also
contains several pending U.S. and international patent applications. For over ten years, SecurelLogix has
pioneered the development of solutions to secure voice networks from attack and abuse, and simplify
usage reporting and network management. Many of these inventions are patented in the U.S. and
abroad, and provide Securelogix a substantial portfolio of unique voice security and management
solutions that can only be enjoyed by the company’s customers and authorized business partners.

For more information, contact:

800-817-4837

www.securelogix.com

Securelogix Corporation
13750 San Pedro, Ste. 820
San Antonio, Texas 78232

(i Securelogix

ETM, We See Your Voice, Securelogix, SecureLogix Corporation, the SecureLogix Emblem, and the SecureLogix Diamond Emblem are registered
trademarks or registered trademarks and registered service marks of SecureLogix Corporation in the U.S.A. and other countries. PolicyGuru is a
registered trademark of SecureLogix Corporation in the U.S.A. All other trademarks mentioned herein are believed to be trademarks of their
respective owners.

© Copyright 1998-2012, 2016 SecureLogix Corporation. All Rights Reserved. SecureLogix technologies are protected by one or more of the
following patents: US 6,226,372 B1, US 6,249,575 B1, US 6,320,948 B1, US 6,687,353 B1, US 6,718,024 B1, US 6,760,420 B2, US 6,760,421 B2,
UsS 7,133,511 B2, US 7,231,027 B2, US 7,440,558 B2, US 8,150,013 B2, CA 2,354,149, DE 1,415,459 B1, FR 1,415,459 B1, and GB 1,415,459 B1.
U.S. Patent Pending.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


